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Abstract

A2—Information Technology Security of In Vitro Diagnostic
rd—Second Edition specifies technical and operational requirements and
in vitro diagnostic (IVD) systems (devices, analytical instruments, data
ization (HCO). The intended users for this standard are vendors (IVD
8l), and information technology management of HCOs.
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Foreword

The information technology (IT) security requirements related to various laboratory systems (devices,
analytical instruments, data management systems, etc.) are growing, mainly due to:

e New international regulations applicable to health care organizations (HCOs)*

e Anincrease in the degree of integration of the in vitro diagnostic (1VVD) systems in the IT environment
of health care institutions

e Cyber-attacks observed in HCOs from a multitude of sources

The real and potential threats for the systems and the organizations are also
how systems could be compromised by malicious software/people include:

e Changing processed/static data (eg, test applications, calibration), resulti
incorrect results

e Unauthorized access to patient electronic health record
compromised laboratory systems (eg, laboratory
protocol)

e Unauthorized access or manipulation of p

application configuration data, requiring
reinstallation and resulting in downtime fo SeRuice costs for the vendor

e Misusing the IVD system as ther systems in the HCO’s IT environment

e Misusing the IVD system as a mea e vendor’s corporate network

This document replaces pproved standard, AUTO11-A, which was published in
2006. This document wa th standards and best practices that have emerged since

publication of its first editi ard was also updated to provide guidance on cloud applications
and mobile d to improve its clarity.

Note th tooth®, Windows ®, and Linux® are included in Chapters 4.3.1, 4.4,
and 4.8 i is Clinical and Laboratory Standards Institute’s policy to avoid using a
trade name unless the ppeduct identified is the only one available or it serves solely as an illustrative

committee an us committee believe the trade names are important descriptive adjuncts to
the document. In such cases, it is acceptable to use the product’s trade name, as long as the words,
“or the equivalent” are added to the references. It should be understood that information on these
products in this standard also apply to any equivalent products. Please include in your comments any
information that relates to this aspect of AUTO11.

Key Words

Authentication, authorization, cloud, encryption, IVD IT security, mobile, user account management,
wireless

vii
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Information Technology Security of In Vitro Diagnostic Instruments and
Software Systems; Approved Standard—Second Edition

1 Scope

This standard specifies technical and operational requirements and technical implementation procedures
related to information technology (IT) security of in vitro diagnostic (IVD) systems (devices, analytical
instruments, data management systems, etc.) installed at a health care organization (HCO). This standard
also provides guidance to meet and use existing technical standards for medical ice IT security and
recommendations for identifying the parties responsible for implementing these r.

This standard is not intended for use as the final written policy for the H le, local
organizations will need to include in their own documentation t s of medical
device security addressed by other standards organizations, s rganization for
Standardization (ISO) and IEEE. In addition, this standard_ma indevices used in health
care (see Chapter 4.8).

The suggested best practices contained in this doc
publication. These best practices are distingui
box.

direments through their inclusion in a text

tandard may not be necessary or desired
ould clearly state in the corresponding
jcal trials. In addition, some requirements,
procedures, and guidelines specifi may not be practical technically or financially for
legacy 1VD systems or HCO IT depa ent. In these situations, the vendor and HCO will

Some requirements, procedures, and guideline
for IVD systems during clinical tri

to clearly document any

CLSI, as
possible.
steps to achieve wo

ndardization, is firmly committed to achieving global harmonization wherever
rocess of recognizing, understanding, and explaining differences while taking

have evolved differently in the United States, Europe, and elsewhere; that these
differences are reflected in CLSI, 1SO, and European Committee for Standardization (CEN) documents;
and that legally required use of terms, regional usage, and different consensus timelines are all important
considerations in the harmonization process. In light of this, CLSI’s consensus process for development
and revision of standards and guidelines focuses on harmonization of terms to facilitate the global
application of standards and guidelines.

Please note that the term hospital information system (HIS) has been replaced in CLSI documents with the

term electronic health record (EHR). This change reflects the current prevailing terminology throughout
the laboratory and health care environments.

©Clinical and Laboratory Standards Institute. All rights reserved. 1
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2.2 Definitions

authentication — the process of verifying the identity of a user, process, or device, often as a prerequisite
to allowing access to resources in an information system; NOTE: This process is usually achieved by
supplying the user ID and a unique password (what the user knows), security token (what the user has), or
biometrics (who the user is).

authorization — the process of granting rights or access to systems, applications, or networks; NOTE:
Authorization determines who is trusted for a given purpose.

biometrics — the measurement and analysis of unique physical characteristic
fingerprints, voice pattern, retinal scan) as a means of verifying personal identit

an individual (eg,

cloud — a software model in which data, resources, and the software are sh to clients over

the Internet, based on demand.

identified if either:

e The data do not include any of the follo identifiers (of the individual or his/her relatives,
household members, or empl one or in combination with other information
to identify the subject:

— Names
—  Geographic subdimisi ncluding zip code)
— All elements of s the subject is greater than 89 years old)

—  Telephone numb
— Fax numbers
E-mai

— URLs

— Internet protocol addresses

— Biometric identifiers (fingerprint, retina scan)

— Full face photos and comparable images

— Any unique identifying number, characteristic, or code

NOTE 2: Even if the above identifiers are removed, the HIPAA Privacy Rule states that information
will be considered identifiable if the covered entity knows that the identity of the person may still be
determined.

device end user —end user in the health care organization familiar with the medical device and its operation.

2 ©Clinical and Laboratory Standards Institute. All rights reserved.
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The Quality Management System Approach

Clinical and Laboratory Standards Institute (CLSI) subscribes to a quality management system (QMS) approach in
the development of standards and guidelines, which facilitates project management; defines a document structure via
a template; and provides a process to identify needed documents. The QMS approach applies a core set of “quality
system essentials” (QSEs), basic to any organization, to all operations in any health care service’s path of workflow
(ie, operational aspects that define how a particular product or service is provided). The QSEs provide the framework
for delivery of any type of product or service, serving as a manager’s guide. The QSEs are as follows:

Organization Personnel Process Management Nonconforming Event Management
Customer Focus Purchasing and Inventory Documents and Records Assessments
Facilities and Safety Equipment Information Management i rovement

AUTO11-A2 addresses the QSE indicated by an “X.” For a description of the other do
refer to the Related CLSI Reference Materials section on the following page.
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Path of Workflow

eliver the particular product or service that the
sists of the sequential processes: preexamination,
examination, and postexamination a sequential subprocesses. All laboratories follow these
processes to deliver the laboratory’s serv laboratory information.

A path of workflow is the description

AUTO11-A2 does not ad ini ratory path of workflow steps. For a description of the documents
listed in the grid, please re rence Materials section on the following page.

Examination Postexamination
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Related CLSI Reference Materials*

AUTOO09-A Remote Access to Clinical Laboratory Diagnostic Devices via the Internet; Approved Standard (2006).
This document provides a standard communication protocol for instrument system vendors, device
manufacturers, and hospital administrators to allow remote connections to laboratory diagnostic devices. The
remote connections can be used to monitor instruments’ subsystems; collect diagnostics data for remote system
troubleshooting; and collect data for electronic inventory management.

L1S02-A2 Specification for Transferring Information Between Clinical Laboratory Instruments and Information
Systems; Approved Standard—Second Edition (2004). This document covers the two-way digital
transmission of remote requests and results between clinical laboratory instruments and information systems.

POCTO01-A2 Point-of-Care Connectivity; Approved Standard—Second Edition (2006 s document provides the
framework for engineers to design devices, work stations, and interfaces th multiple types and brands
of point-of-care devices to communicate bidirectionally with access poj data managers, and laboratory
information systems from a variety of vendors. A CLSI-IFCC joint proj

* CLSI documents are continually reviewed and revised through the CLSI consensus process; therefore, readers should refer to the
most current editions.

©Clinical and Laboratory Standards Institute. All rights reserved. 47
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